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NEC Software Solutions is aware of the recently disclosed critical PHP vulnerabilities and has 

been actively assessing our infrastructure, products and services to identify and address any 

potential exposure. 

The majority of our systems do not use the affected technology. For those systems that do, 

we have completed patching or are applying updates as a priority.  

Where patching is still in progress, systems have been isolated, taken offline or otherwise 

protected until remediation activities are complete. 

Alongside patching activity, we have implemented additional protective measures across our 

environment. These include perimeter security controls designed to prevent exploitation of 

the vulnerabilities, enhanced monitoring and alerting to identify any attempted malicious 

activity, and ongoing security reviews to validate the effectiveness of our response. 

Based on our investigation, monitoring and security assessments, we have identified no 

evidence that NEC Software Solutions systems or customer data have been compromised as 

a result of these vulnerabilities. 

We continue to monitor the situation closely and will take any further action required to 

maintain the security, integrity and availability of our services. 

Yours sincerely, 

 

Matt Harris 

Chief Technology Officer 

 


